OBJ/IACT UHOOPMATUYKU TEXHOJIOTUUN

MNPAKTUYEH C/TYYAJ BP. 2 - AHan13a Ha AHEBHULM Ha HAaCTaHU BO KOMMjyTEPCKU CUCTEM



[o BewTo nnye: AA

Hapauaten: bb

bapakbe 3a M3roTByBakbe Ha BelT HaoA U mucnere oa 061acT UHGOPMATUUKU TEXHONOTUN

MNouuntyBaH,

Mpea OcHoBHUOT cya BB, ce Boau noctanka 22/2025, Kage WTO Kako TyxuTen ce jaBysa O[, a TyskeH e bb. 3a
notpebuTte Ha nocTankaTa, NoTpebHo e ga ce u3roTBu BewT Haog u mucnere of obnacta Ha MHPOPMATUUKUTE
TEXHONOIMMK, BO Kou Tpeba ga ce M3BPWM aHa/M3a HA AHEBHMUM CO 3aMMCKM 33 HaAcTaHWM BO NpPeamMeTHUOT
KOMMjYTEPCKM CUCTEM M Aa ce [afe OAroBOp Ha cnefHuTe okonHoctu (1-5), Kou ce ofHecyBaaT na 3anucuTe
npuKkaxaHu Ha Cavknte 1 -7 , gageHu Bo Nnpuaor Ha osa baparbe.

Kora e cTapTyBaH cuctemoT?

Koe e MeTo Ha KOPUCHUYKMOT Npodna UCKOPUCTEHO 33 HajaBa Ha CUCTEMOT?

Konky natn n BoO KO BPpEMEHCKU MOMEHTM KOPUCHUKOT Ce HajaBUA Ha CUCTEMOT?

Hanu ce 0bnaen KOPUCHMKOT Aa CTapTyBa anuKaumja/cepsuc 3a KoM Hema npusuaerun?

ok wN e

[anu nocrojaT 3anuncK Bo AHEBHUKOT System oJ, HeperncTpupaHun M3Bopu?

Co nouwuT,

bb



Mpunor KoH bapakeTo 3a BewTayeme:

Security  Mumber of events:
Level Date and Tinfe Source EventID Task Category ~
(@) Information 10/18/2023 4:44:47 AM Ms ft Wind security auditing 4624 Logon
(i) Information 10/18/2023 4:44:48 AM Microsoft Wind rity auditing 4624 Logon
(@) Information 10/18/2023 4:44:48 AM Microsoft Windows security auditing 4624 Logon 1%
(i) Information 10/18/2023 4:44:55 AM M ft Wind security auditing 4624 Logon
(@) Information 10/18/2023 4:45:05 AM Microsoft Wind, security auditing 4624 Logon
(@) Information 10/18/2023 4:45:35 AM Microsoft Wind, security g 4624 Logon
(@) Information 10/18/2023 4:45:43 AM Mi ft Windows security auditing 4647 Logoff
@lnformauon 10/18/2023 4:46:25 AM Microsoft Wind, security auditing 4624 Logon
(Dlnfovmahon 10/18/2023 4:46:25 AM Microsoft Wind, security auditing 4624 Logon
(i) Information 10/18/2023 4:46:25 AM M: ft Windows security auditing 4624 Logon
(i) Information 10/18/2023 4:46:25 AM Microsoft Wind. security auditing, 4624 Logon
o Qs 8 4:46:25 AM icrosoff itv auditing 4624 loaon et
Event 4624, Mi ft Wind. ity auditing. x
Ge\enl]-saﬁ:]
@ Friendly View O XML View
SubjectDomainName WORKGROUP N
Subjectlogonld 0x3e7
TargetUserSid  S-1-5-21-3275454858-3348516582-95323724-1000
TargetUserName Test
TargetDomainName WIN-FUDU2CKJOES
TargetLogonid 0x40885
LogonType 2
LogonProcessName User32 v
AuthenticationPackageName Neaotiate

Cnuka 1.

Security Number of eve

Level Date and Tinfe Source

(i) Information 10/18/2023 £:44:47 AM Microsoft Windows security auditing.
(i) Information 10/18/2023 44448 AM Microseft Windows security auditing.
@Informution 10/ME/2023 4:44:48 AM Microseft Windows security auditing.
(L) Informaticn 10/18/2023 4:44:59 AM Microseft Windows security auditing.
@Information 10/18/2023 4:4505 AM Microseft Windows securtty auditing.
(i) Information Microsoft Windows security auditing.

10/18/2023 £:45:35 AM

Informaticn Microsoft Windeows security auditing.

Task Category
Logon
Legen
Legen
Legen
Logon
Logon
Logoff

I:Dlnformation Microsoft Windows security auditing. 4624 Logeon
(I)Infarmution 10/18/2023 4:46:25 AM Microseft Windows security auditing. 4624 Logen
(Dlnformal-ion 10/18/2023 4:46:25 AM Microsoft Windows secunty auditing. 4624 Logeon
(i) Information 10/18/2023 4:46:25 AM Microseft Windows secunty auditing. 4624 Legon
(i) Informatic 01872023 £:46 Al Microsoft Windows secunty auditing. 4624 Loaon >

Event 4647, Microsoft Windows security auditing.

@ Friendly View O XML View
+ System
- EwventData
TargetUserSid  5-1-5-21-3275454858-3348516582-95323724-1000
TargetUserMame Test
TargetDomainMame WIN-FUDU2CKJOES
Targetlogonld Ox408ba

CnukKa 2.




Security

Number of events

Level Date and Tirde Source EventID Task Category ~
(i) Information 10 18/2023 4:46:28 AM Microsoft Windows security auditing. 4624 Logon
G}lnfomnhn 1018/ 2023 4:45:28 AM Microsoft Windows security auditing. 4624 Logen
(i) Information 101872023 4:45:28 AM Microsoft Windows security auditing. 4624 Logon
@Infcmﬂﬁon 1 18/2023 4:46:28 AM Microsoft Windows security auditing. 4624 Logon
(i) Information 10/18/2023 4:46:28 AM Microsoft Windows security auditing. 4624 Logon —
(i) Information 10/18/2023 4:46:32 AM Microsoft Windows security auditing. 4624 Logon :
(i) Infermation 10/18/2023 4:46:33 AM Microsoft Windows security auditing. 4624 Logon
{j}lnfcrmmon 10/18/2023 4:45:35 AM Microsoft Windows security auditing. 4624 Legon
@lnfamﬂti‘on 1018/ 2023 4:45:36 AM Microsoft Windows security auditing. 4624 Logeon
(i) information 10/18/2023 4:46:49 AM Microsoft Windows security auditing. 4624 Logon
@Infnmﬂ‘tion 1018/2023 4:48:31 AM Microsoft Windows security auditing. 4624 Logon
) Infomnation 2023 4:50:465 AM Microsoft Windows security auditing 4624 Logon =
Event 4624, Microsoft Windows security auditing. »
General | Details
® Friendly View O XML View
suUpjectiuomalnName VWU RRLRUUHE
SubjectLogonld 0x3e7 ~
TargetUserSid 5-1-5-21-3275454858-3348516582-95323724-1000
TargetUserName Test
TargetDomainMame WIN-FUDUZ2CKJIOES
TargetLogonid 0Ox21e94
LogonType 2
LogonProcessMame User32
AuthenticationPackageMName Negotiate g

CnukKa 3.

Winlogon 7001 (1107)
(@) Information 10/18/2023 44543 AM Winlogon 7002 (1102)
(@) Infermation 10/18/2023 dedddB AM Winlogon o0 (1101)
Event 7001, Winlegon >
General | Details
@ Friendly View O XML View
+ System o~
- EventData
Tsid 1
UserSid 5-1-5-21-3275454858-3348516582-95323724-1000
W

CnukKa 4.




System MNumber o

Level
@ Information

Date and Tinie
10/18/2023 4:44:41 AM

Source
Service Control Manager

EventLog

Event ID
7036

Task Category

MNaone

None

@ Information 10/18/2023 44441 AM Eventlog 6005 Mone
@ Information 10/18/2023 44441 AM Service Control Manager 7036 MNone
® Information 10/18/2023 4:44:41 AM Dhep-Client 50036 Service State Event
@ Information 10/18/2023 4:44:41 AM Dhep-Client 30103 Service State Event
@ Infarmation 10/18/2023 4:44:41 AM Dhep-Client 50036 Service State Event
@ Information 10/18/2023 4:44:41 AM Service Control Manager 7036 Mone
@ Information 10/18/2023 44441 AM DHCPvE-Client 531046 Service State Event
@ Information 10/18/2023 44441 AM Service Control Manager 7036 MNone
@ Information 10/18/2023 44441 AM Kernel-General 16 MNone
@ Information 10/18/2023 44441 AM Service Control Manager 7036 MNone

Event 6013, EventlLog

General | Details

The system uptime is 15 seconds.

Log Name: System

Source: EventlLog Logged: 10/18/2023 4:44:41 AM
Event I: 6013 Task Category: Mone

Level: Information Keywords: Classic

User: MN/A Computer: WIN-FUDU2CKIOER
OpCode: Info

More Information: Event Log Online Help

CnukKa 5.

System MNumber of events:

Level Date and Tirrie Source Event ID  Task Category
®|nf0rmation 10/18/2023 4:44:50 AM Service Control Manager 7036 Mone
@Information 10/18/2023 4:44:50 AM Service Control Manager 7036 Mone
@Information 10/18/2023 4:44:50 AM Service Control Manager 7036 Mone
/A Wamning 10/18/2023 4:44:50 AM DistributedCOM 10016 Mone
@Information 10/18/2023 4:44:50 AM Service Control Manager 7036 Mone
@Information 10/18/2023 4:44:51 AM Service Control Manager 7036 Mone
@Information 10/18/2023 4:44:51 AM Service Control Manager 7036 Mone

Event 10016, Distributed COM

General | Details

The application-specific permission settings do not grant Local Launch permission for the COM Server application with CLSID
{21B296BF-008D-4D01-A27B-26061B360DDT}

and APPID

{03E0OF3B-DCEA-44FE-AQCF-82D050827E1C}

to the user WIN-FUDU2CKIOES Test SID (5-1-3-21-3275454858-3348516582-95323724-1000) from address LocalHost (Using LRPC) running in the
application container Unavailable SID (Unavailable). This security permission can be modified using the Component Services administrative tool.

Log Name: System

Source: Distributed COM Logged: 10/18/2023 4:44:50 AM
Event ID: 10016 Task Category: None

Level: Warning Keywords: Classic

User: 5-1-5-21-3275454858-334851 Computer: WIN-FUDU2CKIOES
OpCode: Info

Meore Information:  Event Log Online Help

Cnwuka 6.




System Number of events

Level Date and Tirrie Source Event ID  Task Category -~
@Information 10/18/2023 4:52:20 AM Service Control Manager 7036 Mone

@Information 10/18/2023 4:52:29 AM Service Control Manager 7036 Mone

@Information 10/18/2023 4:5%:07 AM Kernel-General 24 (11 D
@Information 10/18/2023 4:59:07 AM Kernel-General 1 (3

@Information 10/18/2023 4:5%:07 AM e1i68x64 32 MNene

@Information 10/18/2023 4:59:08 AM Display 4107 Mone w
Event 27, e1i68x64 x

General | Details

The description for Event ID 27 from source e1i68x64 cannot be found. Either the component that raises this event is not installed on your local
computer or the installation is corrupted. You can install or repair the compenent on the local computer.

If the event origil d on another ¢ the display information had to be saved with the event.

The following information was included with the event:

Intel(R) 82574L Gigabit Network Connection

Log Name: System

Source: e1i68x64 Logged: 10/18/2023 4:52:39 AM
Event ID: 27 Task Category: Mone

Level: Warning Keywords: Classic

User: N/A Computer: WIN-FUDU2CKIOES
OpCode: Info

Meore Information:  Event Log Online Help

CvnKa 7.



